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Franklin County
Data CenterJob Posting

JOB TITLE: DIRECTOR, INFORMATION SECURITY

SUMMARY

Under the direction of the FCDC CIO and in strong collaboration with FCDC and county-wide technology
leaders, the Information Security Director is responsible for the comprehensive information security
policies and practices for the Franklin County Data Network. The scope of this role includes information
in electronic, print and other formats. The purpose of this position includes: assure that information
created, acquired or maintained on the FCDN , and its authorized users, is used in accordance with its
intended purpose; to protect FCDN information and its infrastructure from external or internal threats; and
to assure that FCDN users complies with all statutory, regulatory, or governing policies regarding
information access, security, and privacy. The Information Security Director is responsible for preserving
the availability, integrity, and confidentiality of County information resources through security leadership
and governance, managing risks through explicit security control practices. The Information Security
Director develops, coordinates, and oversees the implementation, and execution of, security policies and
procedures to safeguard equipment, software, and information in computer files against accidental or
unauthorized modification, destruction, or disclosure. Must successfully complete 180-day probationary
period.

ESSENTIAL DUTIES AND RESPONSIBILITIES

Include the following, other duties may be assigned.

Policy

Coordinate the documentation and distribution of FCDN security policies, standards, and procedures.
Work with key IT offices in the development of such policies. Oversee the dissemination of policies,
standards and procedures to FCDN users.

Education and Training
Coordinate the development and delivery of education and training on the information security and
privacy matters for FCDN users.

Compliance and Enforcement
Serve as the FCDN audit and compliance lead. Prepare and submit required reports to internal and/or
external stakeholders.

Incident Response
Develop and implement a Security Incident Reporting and Response protocol to address FCDN security
incidents (breaches), respond to alleged policy violations.

Risk Assessment and Incident Prevention

Develop and implement an ongoing risk assessment program targeting information security matters;
recommend methods for vulnerability detection and remediation, and oversee vulnerability testing.

Maintain Knowledgebase
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Keep abreast of latest security legislation, regulations, advisories, alerts and vulnerabilities pertaining to
FCDN.

o Develops and implements up-to-date security policies, procedures, and standards
based on industry best practices, to protect the integrity, accuracy, confidentiality and
recoverability of data and information across the County.

o Leads post-security risk assessment improvements including control implementation
and staff education.
° Implements and oversees compliance monitoring activities.

Interfaces with user community to understand their security needs and implement
procedures to meet their requirements and applicable laws.

. Facilitates security awareness among staff so that information is treated as an asset
and develops and supports training in multiple communities.

° Monitors internal control systems to ensure appropriate access levels are sustained.

. Researches, communicates and implements local, state and federal statutes as they

relate to confidentiality and security of County information and other regulations that impact the
hardcopy and online storage and protection of information.

° Provides recommendations for the selection of security software, physical and logical
access control, and other security measures.

o Develops and implements tests of computer systems to monitor effectiveness of
security.

° Distributes and maintains user access records including login and passwords.

. Reviews computer logs and messages to identify and report on possible violations of
security.

° Coordinates, documents, and reports on internal investigations of possible security
violations.

. Works with law enforcement and legal representatives in investigations of possible
security violations.

° Conducts semi-annual computer access audits and takes appropriate measures
based on the findings.

. Develops, coordinates, and implements disaster or emergency recovery procedures

for information systems and computer environment.

SUPERVISORY RESPONSIBILITIES

May supervise others in their performance of related tasks.

QUALIFICATIONS

To perform this job successfully, an individual must be able to perform each essential duty satisfactorily.
The requirements listed below are representative of the knowledge, skill, and/or ability required.
Reasonable accommodations may be made to enable individuals with disabilities to perform the
essential functions.

. Excellent oral and written communication skills.
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Highly skilled at managing large-scale projects simultaneously.

Proven ability to collaborate with a broad range of constituencies.

Strong ability to influence growth and positive change.

Proven trustworthiness.

Strong commitment to hold confidentiality to the highest regard, reinforcing for others
the importance of upholding confidentiality.

EDUCATION and/or EXPERIENCE

Bachelor's degree (B. A.) from four-year college or university; or five to seven years of related
experience and/or training; or equivalent combination of education and experience.

LANGUAGE SKILLS

e Ability to read, analyze, and interpret general business periodicals, professional journals,
technical procedures, or governmental regulations.

e Ability to write reports, business correspondence, and procedure manuals.

o Ability to effectively present information and respond to questions from groups of managers,
clients, customers, and the general public.

MATHEMATICAL SKILLS

REASONING ABILITY

Ability to define problems, collect data, establish facts, and draw valid conclusions.
Ability to interpret an extensive variety of technical instructions in mathematical or diagram form and
deal with several abstract and concrete variables.

PHYSICAL DEMANDS

The physical demands described here are representative of those that must be met by an employee
to successfully perform the essential functions of this job. Reasonable accommodations may be
made to enable individuals with disabilities to perform the essential functions.

WORK ENVIRONMENT
The work environment characteristics described here are representative of those an employee

encounters while performing the essential functions of this job. Reasonable accommodations may
be made to enable individuals with disabilities to perform the essential functions.

Data Center Benefits
Summary:
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Medical, Vision, Life, Mental Health, Direct Deposit, Credit Union, Deferred Comp,
Retirement, Sick and Vacation Accrual, Tuition Reimbursement
Send resume, references, and salary requirements to:
Jessica Wilkins-Bibbs- Director, Human Resources
jrwilkin@franklincountyohio.gov
(614) 525-5984
No Fees EOE
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